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KEEPING AMERICA’S MASS TRANSPORTATION
SYSTEM SAFE: ARE THE LAWS ADEQUATE?

THURSDAY, APRIL 8, 2004

UNITED STATES SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 2:38 p.m., in Room
SD-226, Dirksen Senate Office Building, Hon. Jeff Sessions, pre-
siding.

Present: Senators Sessions and Biden.

OPENING STATEMENT OF HON. JEFF SESSIONS, A U.S.
SENATOR FROM THE STATE OF ALABAMA

Senator SESSIONS. The Committee on Judiciary will come to
order. I am pleased to convene this hearing on “Keeping America’s
Mass Transportation System Safe: Are the Laws Adequate?” Sen-
ator Biden will be the Ranking Member today and will be in short-
ly. He asked that I go ahead and get started, so we will do that.

In this time of terror, there are issues that Congress is obligated
to consider and discuss. Let me say from the beginning that I do
appreciate Senator Biden, who has been a leader in the area of
criminal law and he understands it very well.

My opening statement will refer back to March 11 of this year,
when democracy was once again threatened when 911 after the at-
tacks on the World Trade Center, terrorists again struck in Madrid
against the Spanish Railway System. While that attack might not
have resulted in as many deaths as happened in the United States
on September 11, it is a troubling and deadly act telling us that
the war against terrorism continues, that terrorists are out there
still, and they are looking to attack our country whenever they
have the opportunity, and that railways could be one of the prime
areas that they would attack.

While there are many questions that remain unanswered about
the infrastructure that we have today and its vulnerabilities, this
hearing will focus on the criminal laws and whether or not they are
adequate to respond to a terrorist attack on our mass transit sys-
tem. I believe this hearing will reveal that the disturbing answer
is no.

Every day, millions of Americans turn to mass transit for pleas-
ure and business. To be exact, 32 million times a day, people board
public transportation systems. When people board the subway to
commute to work or take an Amtrak train to visit their family in
another State, they should do so knowing that our laws are fully
adequate to deter and punish anyone who would attack them.

o))
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On Tuesday of this week, I introduced S. 2289, the Railroad Car-
riers and Mass Transportation Act of 2004. This bill is very similar
to S. 1608, the Anti-Terrorism Protection of Mass Transportation
and Railroad Carriers At of 2003, which I introduced last year.
While I believe that S. 1608 addresses a number of important
issues, some have expressed concern about the surveillance portion
of that bill. Because the need to pass rail transportation provisions
and protections is now, I was willing to modify that bill and elimi-
nate those concerns that some of my colleagues may have had.

S. 2289 will provide many of the necessary tools to prosecute ter-
rorist activities, many of which are not currently prosecutable as
a terrorist act, by eliminating inconsistencies that exist between
the “wrecking trains” statute and the Terrorist Acts Against Mass
Transportation statute. Let me take a moment to highlight some
of those troublesome inconsistencies.

The two laws address similar attacks on similar means of trans-
portation, but they often provide inequitable results. For example,
the current wrecking trains statute does not prohibit many types
of attacks that are currently covered by the mass transportation
statute. There is no reason that legislation should prohibit certain
terrorist attacks on an airplane but not on a railroad carrier. To
that end, the new bill will protect both mass transportation sys-
tems as well as railroad and freight carriers by consolidating the
predicate crimes, including but not limited to interfering with a
dispatcher or a driver, and the undermining of our transportation
infrastructure.

Moreover, there presently exists a discrepancy in the severity of
punishment for terrorists who attack trains versus those who at-
tack other mass transportation systems. Under the current law,
when someone violates the wrecking trains statute and that viola-
tion results in the death of a citizen, the criminal will be eligible
for the death penalty. However, when someone commits a similarly
substantial criminal act on a plane in violation of the mass trans-
portation statute, he or she is not eligible for the death penalty.
There is no justifiable reason for this distinction and we should
eliminate it so that those who commit similar acts of evil against
this country are faced with similar punishments for their crimes.

To that end, this bill will increase penalties for the most heinous
attacks against mass transportation systems by classifying certain
offenses, such as those involving mass transportation vehicles car-
rying passengers, as aggravated offenses. The penalty for these at-
tacks range from a fine to imprisonment up to life, or under certain
circumstances, death. These standards will cover railroad freight
carriers as well as traditional mass transportation systems. Cur-
rent law does not apply justice equally in these circumstances as
it should, and S. 2289 remedies those concerns.

In addition, the new bill will make it a Federal crime to release
biological agents or other hazardous materials on the property of
mass transportation providers or railroad carriers, covering cir-
cumstances like Japan’s subway gas attack.

It will eliminate the inconsistency between the requisite mens
rea in the mass transportation statute and the wrecking trains
statute so that a person must be shown to have knowingly com-
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mitted the criminal offense. This change will help ease our law en-
forcement efforts to prosecute those who try to harm our citizens.

Those who wish to attack this country should know that we will
no longer distinguish their attacks based on what means of mass
transportation they choose to attack. We will move swiftly and se-
verely against anyone who dares to challenge the comfort and safe-
ty of millions of Americans that travel by mass transportation
every day.

On more than one occasion, the FBI has warned that intelligence
has led to the belief that al Qaeda and other operatives are tar-
geting the U.S. rail sector. These terrorists look to do anything,
from destroying key rail bridges and sections of track to cause de-
railment or targeting hazardous material containers.

America has demanded more attention to rail security and the
administration has responded. No less than two weeks ago, DHS
announced plans to, among other things, develop a rapid response
team centered on bomb-sniffing dogs and to implement a pilot pro-
gram that would test the feasibility of screening luggage. However,
we should not stop there. America demands more than additional
security mechanisms. We have already responded to criminal
threats by passing appropriate and adequate laws for the purpose
of deterring criminal activities. So we must act proactively here to
meet this requirement.

It is time to put the terrorists on notice that their activities
against American citizens will be detected and will result in swift
and strong punishment. We have to give law enforcement the abil-
ity to prosecute and the judicial system the ability to impose sub-
stantial sentences.

I believe that S. 2289 would accomplish some of these objectives.
I look forward to hearing the testimony today and to working on
securing America’s mass transit systems through adequate crimi-
nal laws so that the next time someone asks, are the laws ade-
quate, the answer will be yes.

We will be having a vote right now, at 2:45, I am told. Senator
Biden should be here soon. The vote has started already. It will
take me about ten minutes to go and vote. I will go and cast my
vote and return and then we will have our first panel.

Thank you, and we are adjourned for the interim.

[Recess from 2:46 p.m. until 3:05 p.m.]

Senator SESSIONS. Senator Biden, I expect, will come by shortly.
The vote is ongoing right now.

But we have an excellent panel of witnesses who can help us
with some rather technical matters involving this legislation. As a
prosecutor myself for quite a number of years, I on more than one
occasion had the opportunity to be looking to charge a defendant
with a crime and be shocked that they weren’t covered, that it just
wasn’t there, or you had to charge with some other lesser crime be-
cause that was the only thing that was chargeable.

On the matters of terrorism, we ought to be able to ensure that
no crime of terrorism has to be charged in some secondary way. We
ought to have a clear statute that covers that.

So our first panel, if you will step forward. Mr. Sandy Mattice
is currently serving as United States Attorney for the Eastern Dis-
trict of Tennessee. We have got a history of some good United
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States Attorneys there. I have known several over the years. Prior
to his service as United States Attorney, he served for more than
10 years as Senior Counsel to the United States Senate Committee
on Governmental Affairs. We didn’t get them all straight.

[Laughter.]

Senator SESSIONS. He has private practice experience, having
been an associate and partner of the firm of Miller and Martin in
Chattanooga and associated with the firm of Baker, Donaldson,
Behrman, and Caldwell in Chattanooga, Tennessee.

Mark Lindsey has served as Chief Counsel of the Federal Rail-
road Administration since 1987. Prior to serving in this capacity,
he was Assistant Chief Counsel from 1978 to 1984. Mr. Lindsey re-
ceived his law degree from Yale Law School in 1971.

Mr. Mattice, we will be delighted to take your testimony, then
turn to Mr. Lindsey. I would ask that you limit your comments to
ten minutes, if you could. Mr. Mattice?

STATEMENT OF HARRY S. MATTICE, JR., U.S. ATTORNEY, EAST-
ERN DISTRICT OF TENNESSEE, CHATTANOOGA, TENNESSEE

Mr. MATTICE. Thank you, Mr. Chairman, and good afternoon.
Good afternoon to the distinguished members of the Committee.
Thank you for the opportunity to join you today to discuss the ade-
quacy of the laws protecting America’s mass transportation and
railroad systems.

In the wake of Madrid rail bombings and the subsequent dis-
covery of unexploded bombs underneath the railway lines in France
and Spain, this hearing addresses a timely and important issue.
Mass transportation and railroad systems play a vital role in the
life of our Nation. Americans regularly use trains, buses, airplanes,
and other mass transportation vehicles to commute to work, visit
loved ones, and go on vacation. Railroads are also used to transport
vital goods and materials across the country.

The availability of safe and reliable mass transportation and rail-
road systems is critical to the health of our Nation’s economy as
well as Americans’ quality of life, so we must remain vigilant and
prepare for the possibility that terrorists may attempt to launch at-
tacks on those systems.

The protection of mass transportation and railroad systems obvi-
ously requires a multi-faceted approach. In my testimony today,
however, I would like to focus on one critical element of any strat-
egy for safeguarding our Nation’s railways, buses, subways, ferries,
and passenger aircraft, the existence of strong, consistent, and ef-
fective criminal sanctions under Federal law for those perpetrating
attacks on mass transportation and railroad systems.

In 2001, Congress took an important step towards protecting
mass transportation systems when it passed the USA PATRIOT
Act. Section 801 of the Act created a new Federal statute, 18
U.S.C. Section 1993, which criminalizes terrorist attacks and other
acts of violence against mass transportation systems.

As the U.S. Attorney for the Eastern District of Tennessee, I
have witnessed firsthand the value of this new statutory provision.
Recently, a passenger on a Greyhound bus traveling from Nash-
ville, Tennessee, to Knoxville allegedly caused disturbances on the
bus and then attempted to assault the bus driver with a knife.
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Thankfully, other passengers were able to subdue this individual
before he was able to reach the driver. But the driver, other pas-
sengers, and members of the general public were put at significant
risk by this passenger’s alleged conduct.

After reviewing the available options, my office determined that
the best avenue for prosecuting this violent passenger effectively
was to charge him under the new Federal statute prohibiting ter-
rorist violence against mass transportation systems contained in
Section 801 of the USA PATRIOT Act. The passenger was subse-
quently indicted for violating 18 U.S.C. Section 1993 and a jury
trial has been scheduled for June 8 of this year.

As this case demonstrates, Congress and the administration have
taken significant steps towards ensuring that those who attack
mass transportation and railroad systems are effectively prosecuted
and appropriately punished. But there is still more to be done to
close gaps in these statutes and make them clear and less vulner-
able to legal challenge.

This is why the Department of Justice strongly supports S. 2289,
the Railroad Carriers and Mass Transportation Protection Act of
2004, recently introduced by you, Mr. Chairman, and I want to
take this opportunity, Mr. Chairman, to thank you for your leader-
ship role in this area. The same legislation has also been intro-
duced in the House of Representatives by Congresswoman Capito.

S. 2289 would make a number of significant improvements to the
Federal criminal laws protecting mass transportation systems and
railroad systems. I will highlight a few of the most significant and
important changes.

To begin with, S. 2289 would consolidate the new Mass Trans-
portation statute, 18 U.S.C. Section 1993, and the statute imposing
criminal sanctions on wrecking trains, 18 U.S.C. Section 1992, into
a new criminal prohibition against attacks on mass transportation
systems on land, on the water, or through the air, and against rail-
road carriers. This consolidation would harmonize the laws pro-
tecting mass transportation systems, including passenger trains,
and the laws protecting railroads, including freight trains.

Under existing law, for example, the wrecking trains statute does
not prohibit many types of attacks that are currently covered by
the mass transportation statute, such as interfering with, dis-
abling, or incapacitating a dispatcher or driver. S. 2289 would
eliminate these inconsistencies.

It would also strengthen the protecting of mass transportation
and railroad systems by updating the law to match current devel-
opments and by making the statutory language more precise in
several respects. It would also broaden the statute’s coverage by
updating the definition of “dangerous weapons” to cover box cutters
and other previously unrecognized weapons.

S. 2289 would also ensure that terrorists who attack mass trans-
portation systems are punished with the appropriate severity. Cur-
rently, for instance, while those violating the wrecking trains stat-
utes are eligible for the death penalty if their offense results in
death, those violating the mass transportation statute are not eligi-
ble for the death penalty.

S. 2289 would end this senseless discrepancy and would increase
penalties for the most serious attacks against mass transportation
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systems by making it an aggravated offense to commit the prohib-
ited terrorist acts in situations involving vehicles carrying pas-
sengers, high-level radioactive waste, spent nuclear fuel, or a des-
ignated hazardous material. For an offense resulting in the death
of any person, the defendant will receive either capital punishment
or life in prison.

In conclusion, the Department of Justice believes that S. 2289,
the Railroad Carriers and Mass Transportation Protection Act of
2004, would greatly assist in prosecuting those who perpetrate ter-
rorist attacks upon this Nation’s mass transportation and railroad
systems.

Thank you once again for allowing me to appear before you, and
I look forward to your questions on this important issue.

Senator SESSIONS. Thank you very much, Mr. Mattice.

[The prepared statement of Mr. Mattice appears as a submission
for the record.]

Senator SESSIONS. Mr. Lindsey, we are glad to hear from you.

STATEMENT OF S. MARK LINDSEY, CHIEF COUNSEL, FEDERAL
RAIL ADMINISTRATION, DEPARTMENT OF TRANSPOR-
TATION, WASHINGTON, D.C.

Mr. LINDSEY. Thank you, Mr. Chairman. Good afternoon. I am
very pleased to be here to testify on behalf of the Secretary of
Transportation concerning improving the criminal laws addressing
sabotage and terrorism on the rails and in mass transit. We think
this is extremely important. I ask that you put my full statement
in the record and I will summarize it very briefly.

Senator SESSIONS. We will be glad to make that a part of the
record and hear your comments.

Mr. LINDSEY. Thank you, Mr. Chairman. The hearing is espe-
cially timely in the wake of the March 11 attacks in Madrid. Cer-
tainly, those were extremely serious attacks. We from the FRA,
though, have over a number of years observed a fairly steady
drumbeat of acts against railroads of much lesser magnitude.

We see it as extremely important, not just to address these large
headline-capturing events but also the many smaller ones that
have occurred, that there be strong, effective, consistent criminal
statutes that enable prosecutors to go after the people who per-
petrate these acts effectively and to deter those who are susceptible
of deterrence. Now, granted, they aren’t all. Our first line of de-
fense needs to be to try to detect those who might do it and prevent
them in the first place. But it is certainly extremely important that
when we have potential perpetrators who are deterrable, that we
have strong, effective criminal statutes which will do that.

The existing wrecking train statute dates from 1940 and shows
its age a bit. Mr. Mattice certainly laid out a number of the ways,
and you did, sir, in your opening statement, in which S. 2289
would improve the existing statutes. The Department very strongly
supports S. 2289. We have been looking for legislation of this sort
for a good 7 years and we are eager to work with you to enact such
a statute, which we think is very badly needed.

Secretary Mineta has been very strong in his leadership in trans-
portation security, setting a strong example for everyone in the De-
partment of Transportation to follow in pursuing it. I know under

16:18 Nov 06, 2008 Jkt 043001 PO 00000 Frm 00010 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\43001.TXT SJUD1

PsN: CMORC



VerDate Aug 31 2005

7

his leadership that we are eager to work with you to enact this leg-
islation.

Instead of repeating in detail all of the ways that S. 2289 would
improve the statutes, I think I will simply stop there, sir, and re-
spond to your questions.

[The prepared statement of Mr. Lindsey appears as a submission
for the record.]

Senator SESSIONS. I think Senator Biden will be here shortly.

Mr. Mattice, if you are trying to prevent a terrorist attack, and
I understand that is the key philosophy now of the Department of
Justice, the FBI, and the Attorney General is to not wait to pros-
ecute a criminal afterwards, but to try to intervene in advance. You
can’t make an arrest unless there is a crime afoot, can you? In
other words, if you know somebody is going to do something and
it is not a Federal crime, it can undermine your ability to make a
preventive arrest, is that not right?

Mr. MATTICE. That is correct, Mr. Chairman. In the absence of
a clearly definable criminal statute on point, we are without au-
thority to act with our investigative and arresting agencies to issue
a request for an arrest warrant.

Senator SESSIONS. Senator Biden, this is the first question I
asked and—

Senator BIDEN. No, no, no, go. I will catch up.

Senator SESSIONS. Okay. We will go right ahead, then. I will ask
you this. Under the current law, the statute prohibiting the wreck-
ing of trains, 18 U.S.C. 1992, provides for the option of a death
penalty if an attack on a train results in a death of a person. How-
ever, the statute prohibiting a terrorist attack or other acts of vio-
lence against mass transportation systems, Section 1993, does not
if an attack is on a mass transportation system and causes death.
Do you see any reason for that disparity? Should we fix it, and does
this bill do so adequately? Mr. Mattice?

Mr. MATTICE. Your Honor, first of all—or Mr. Chairman, I am
SOrTYy.

Senator SESSIONS. That is all right. I am glad to hear a real law-
yer in here.

Mr. MATTICE. I am used to being a lawyer in court, Mr. Chair-
man.

[Laughter.]

Mr. MATTICE. Certainly, I see no reason for—

Senator SESSIONS. I still say that to Senator Biden when he was
chairing the Committee.

Mr. MATTICE. I see no reason for the disparity in that respect.
This statute does fix that disparity, and certainly, as we have come
to recognize the unfortunate ingenuity of certain people intent on
doing harm with various devices, it would be a valuable law en-
forcement and prosecutorial tool.

Senator SESSIONS. Now, under 1993, current law, it prohibits the
placing of a biological agent or toxin on or near a mass transpor-
tation vehicle with the intent to endanger the safety of any pas-
senger or employee of the mass transportation provider. Eighteen
U.S.C. 1992, however, does not similarly prohibit placing a biologi-
cal agent or toxin on or near a freight train.
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Mr. Lindsey, I guess that is a concern to your agency. Do you see
any reason for the disparity? Is there, and am I correct that there
is one, and should we fix it, and do we do so adequately in this leg-
islation?

Mr. LINDSEY. Yes, Mr. Chairman, you are correct. There is a dis-
parity, and no, there is no sound rationale for the disparity, and
yes, sir, I think S. 2289 does fix it correctly and adequately. I think
it is very important that it do so. Freight trains carry a tremendous
variety of commodities, among which are hazardous materials of all
types. Should the placement of a biological agent on a train, for ex-
ample, disable the operating crew, making available to somebody
some of the hazardous materials on the train, that would be an ex-
tremely adverse event. We ought to deter that event if we can and
punish it harshly wherever we cannot.

Senator SESSIONS. A train, even though it is a freight train, not
a passenger train, has the potential to do tremendous amounts of
damage, either caused by the chemicals it may be carrying or sur-
reptitiously may have been placed on it, very dangerous chemicals
and toxins. There seems to be a gap there, particularly for freight
trains, under our current law. Is that correct?

Mr. LINDSEY. That is correct, Mr. Chairman. A tremendous
amount of the freight flowing in international commerce and
through the United States occurs in enclosed freight containers
that might contain all sorts of things, and it would certainly be an
extremely adverse event were a toxin or biological agent placed in
one of those. We certainly need an adequate criminal statute to be
able to address any such event.

Senator SESSIONS. The way we have written this, we use the
standard of “knowingly.” I don’t know if you are aware of it, Mr.
Mattice, because that is a significant prosecutorial standard of
proof. It is not the highest. But as I read the statute and it is our
intent, if the offense were to rise to the level of a potential death
penalty, the death penalty statute that requires willful and know-
ingly, I believe the language is in that penalty section. Inten-
tionally is a standard which is a higher standard than knowingly.
That would cover any death penalty case, or have you had a chance
to look at that? I should have given you advance notice.

Mr. MATTICE. Mr. Chairman, yes. We have looked at that and we
believe that the knowingly standard, as incorporated in S. 2289,
would be sufficient to permit this to be a death-eligible statute.

Senator SESSIONS. It would make it a death-eligible statute. But
before the imposition of the death penalty—and I think this is im-
portant. I think “knowingly” is, frankly, not a sufficient standard
for the death penalty. I think somebody should intentionally do
something before you execute them. The death penalty statute,
3591, says a defendant who has been found guilty of these certain
offenses that carries a death penalty, intentionally killed a victim
and so forth. So the intent requirement that is the highest stand-
ard is in the—before you could do a death penalty, you would have
to meet that standard.

Mr. MATTICE. Yes, Mr. Chairman, that is correct. Under the
scheme in Federal law, as you now, you can have a variety—well,
not a variety, a limited number of offenses that are so-called death-
eligible, and then the way the Federal statutory scheme works,
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then in order to make a recommendation of death in a particular
case, you go to another statutory scheme that does have very strin-
gent guidelines before the prosecutor can actually make a rec-
ommendation to the Attorney General to seek death in a particular
case.

Senator SESSIONS. Very good.

Senator Biden, I thank you for coming. I know you have a tre-
mendous amount of activities, and especially as the Ranking Mem-
ber on the Foreign Relations Committee. I know there has been a
lot going on there. Over the years, Mr. Mattice, Senator Biden has
been a key player in things such as the sentencing guidelines and
other things that prosecutors like us have used. So I am glad you
could be here, Senator Biden, and you take any time you need to
make any opening statement you would like, and also you have
your questions.

STATEMENT OF HON. JOSEPH R. BIDEN, JR., A U.S. SENATOR
FROM THE STATE OF DELAWARE

Senator BIDEN. Thank you, Mr. Chairman. Obviously, my sched-
ule is no busier than yours. We just have different calls on us at
the moment.

This is an issue which the Chairman knows I have been in-
tensely interested in for a long time. As usual, the Chairman not
only knows the law and the statute, but knows the constitutional
requirement under the death penalty statutes. They are written
the way they did to comport with the Supreme Court rulings on the
requirement of intent.

There are two phases, I think, to the Chairman holding this
hearing, two pieces. One is the enforcement side of this. We are
talking about it now, and that is whether or not we should have
a death penalty. We should rationalize the statutes that exist, and
I think he is right.

I think his legislation is—I must tell you, I haven’t fly-specked
it myself, but based on what I know, I agree with what the Senator
is attempting to do, and I guess we are going to have a second
panel a little bit later that is going to talk about the prevention
side, not in terms of dissuading because of penalty, but physically
preventing this from happening.

But I would like to ask about resources on the law enforcement
side of this a moment. I will be relatively brief here.

We rely heavily, as you know as a prosecutor, and Mr. Lindsey,
as you well know, on the expertise and the talent of the FBI in a
lot of these cases, although a lot of these cases, I mean, when we
find a terrorist trying to take down a tunnel or a track or a bridge
over which a train is going, it is as likely to have it be some local
county sheriff finding that person as it is someone with night-vi-
sion goggles wearing fatigues working for the Special Forces Unit.

I realize this cuts across, but the FBI is an integral part of all
of this. What we have learned from al Qaeda is that they are per-
sistent and they tend to want targets that are celebrated in the
sense that they can either have significant symbolic imagery if they
are hit and/or do significant damage.

One of the things the Chairman and I—he may remember this—
a year ago talked about was we are concerned about someone put-
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ting plastic on their body and walking into a city bus and blowing
themselves up, or a restaurant. We see that happening in other
parts of the world. It happened in Paris as many as 15 years ago
and it is happening in Israel every day.

But what we are trying to figure out is how we prevent the cata-
strophic event. We can’t stop everything. I know there are over
100,000 miles of track in the United States of America because, as
my friend—and he has been supportive of this—my friend will tell
you, I have been a broken record on rail security for God knows
how long. People say to me, well, you can’t protect every mile of
track. Well, that is true, but I sure can protect 350,000 people in
the tunnels underneath New York City today. That is how many
people will be in the seat of a train underneath the ground in a
tunnel, the most recent one of which was built in 1911, with no se-
curity, no lighting, et cetera.

Now to my question. The FBI is critical. The major cities in
America where we have counterterrorism forces are the ones that
we are assuming is the most likely place an al Qaeda will go,
though they can go anywhere, but they are more likely to go to
New York City, Los Angeles, Atlanta, than they are to Selbyville,
Delaware, or the Eastern Shore of Maryland, et cetera. We have
relatively large offices there of the FBI. The FBI agents talk about
the harsh realities of the ultimate impact investigations, is the
phrase they use, in these major cities where the major damage
could be done.

Now, I have spent a lot of my time here, the Chairman, as a
prosecutor prior to coming here, to understand there is some cor-
relation between resources and protection. These young women and
men joining the FBI, many of whom have law degrees, most have
advanced degrees, are, for example, in New York City, there is an
article in USA Today titled, “Low Pay Squeezes FBI Agents, Per-
haps U.S. Security.”

There is a quote from a young man who is—it talks about this
low pay and describes how one young agent in the New York City
office, a law school graduate, a former Marine captain, whose start-
ing salary is $39,000 a year—$39,000 a year. He lives in a sparse
rented apartment 42 miles away from the City of New York be-
cause it is the only place he can find one to live because he can’t
afford to live where he works. The agent said, quote, “I took an
oath when I joined the FBI. I never thought it would also include
the vow of poverty,” end of quote.

So my question is this. Do you fellows think, and I realize it is
above your pay grade, as we say, to be able to—but just from your
experiences, do you believe that we should be going back and tak-
ing a look at the starting salaries we are paying the brightest
young women and men we are looking for to be the front line in
a very sophisticated line of work—forget the danger, just a sophis-
ticated line of work requiring some real ingenuity and capability.
Do you think we should be paying these folks more to start?

I mean, patriotism is a motivating factor, but when you have a
law school degree, you can start in that same city and get a job on
Wall Street. I think the starting salary now in law firms, you
know, they have a standard start, I think it is $158,000, $160,000,
and yet we are asking these same bright people to maybe be
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agents, work as a counterterrorism specialist in the FBI office in
New York City and start at $39,000.

What do you think? Talk to me about that. Or is it enough that
we are just still going to attract just really good, bright people and
that is all we can afford or should afford? I know as prosecutor, you
are not making a lot of money, either, but you will get no empathy
up here.

[Laughter.]

Mr. LINDSEY. Do you want to take the first shot?

Mr. MATTICE. I guess I will take the first crack, Senator. Thank
you for the question. As you point out, they make these decisions
above my pay grade, and certainly as a Federal employee and as
a citizen, I certainly understand the competing demands on the
Federal budget. In one sense, having the privilege to serve as U.S.
Attorney and observing our law enforcement officers working on a
day-to-day basis, and I have to say, I have to emphasize, it has
been my privilege to serve in this capacity. There are days when
I think there is not enough money in the world to compensate the
folks for the service that they render to this country. On the other
hand, it has also been my experience that most of them do it not
for the money, for the privilege of serving themselves.

I hate to come down that way. As I say, they do make those deci-
sions above my pay grade and I guess we can only hope until we
find a way or until policy makers such as yourself and the adminis-
tration who sets the budget finds a way to allocate the scarce re-
sources out there for all our needs, I guess we just have to hope
that we do have the sort of dedicated folks out there who are will-
ing to make—who they and their families are willing to make the
sacrifices necessary to protect us.

Senator BIDEN. What I am going to urge my colleagues to think
about, and professionals like you guys, is I agree it is never going
to be competitive. I am not suggesting that. Otherwise, my son
wouldn’t be making $50,000 as an Assistant U.S. Attorney in
Philadelphia, although he has now, after 7 years, gone. You would
have made a lot more as U.S. Attorney, the same as you, sir, and
that also goes for your job, Mr. Lindsey.

But I do think $39,000 to start is shamefully low in terms of
what we ask these folks to live on, and it is not like they are living
in suburban Wilmington, Delaware, or in suburban Birmingham,
which are still high standards of living, but living in San Francisco,
New York, Atlanta, Miami, places where there is a very high cost
of living.

Let me switch and I will end my questioning of this panel, Mr.
Chairman.

One of the things that frustrates me is, and this is mainly di-
rected to you, Mr. Lindsey, is to state my—I was going to try to
figure out how to ask this question without revealing my prejudice,
but it is so obvious what my prejudice is, I might as well not try
to even pretend to be objective.

We have a set of very stringent laws, which I fully support, rel-
ative to airline passenger travel. We literally have, not figuratively,
literally have scissors women use to trim their eyebrows taken as
they go through a metal detector. I have had literally a nail clipper
you buy for %1.79 taken, and I am not complaining. There is a

16:18 Nov 06, 2008 Jkt 043001 PO 00000 Frm 00015 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\43001.TXT SJUD1

PsN: CMORC



VerDate Aug 31 2005

12

whole bevy of laws relating to airlines that talk about and make
it a crime to possess a weapon, possess an explosive, et cetera.

But that same legislation does not apply to public transportation
other than airlines. Why, when you have 560 people on a loaded
Amtrak train, about 24 of which will leave and arrive in the station
today down the street, which contain more people, or as many peo-
ple as a loaded 747, is there any reason why we shouldn’t ration-
alize the law, that if you bring a weapon, if you—I am not figuring
out how you detect it, but if there is a weapon that you bring onto
that train, it is ipso facto a violation of Federal law, like it is if you
go onto an airline? Can you think of any rationale why we should
treat them differently?

Mr. LINDSEY. Certainly, there is a great deal of value in consist-
ency here, Senator Biden. I would certainly agree with that. There
are some differences in the kinds of vehicles. I think S. 2289 ends
up addressing very well what a potential bad actor can do on a
train.

Some of the differences that make a difference between trains
and airplanes, for example, is that compared to the difficulty of get-
ting into an airline cockpit, it is very, very hard to get into the en-
gine compartment of a train. You can’t readily get there from a
passenger car, and should you get there, then you don’t really have
the ability to direct the vehicle someplace else. So there are some
differences in the modes of transportation that do make a dif-
ference.

That said, I think it is extremely important that we reach all
those kinds of weapons about which you spoke and things that can
be turned into weapons, such as box cutters, which S. 2289 would
certainly include among dangerous weapons, that a few years ago
no one would have thought was worth covering and that the wreck-
ing train statute sure didn’t. It is extremely important that we be
able to include those and that when anybody comes on and uses
them, certainly, that—

Senator BIDEN. But how about the mere possession? If you get
on an airplane with the mere possession of an explosive and incen-
diary device or other dangerous weapon, it is a violation of Federal
law. Why, when I commute every day back and forth to Wil-
mington, Delaware, and I get on a packed train, knowing that if,
in fact, someone has an incendiary device in a duffel bag that is
in the middle car going under the Baltimore tunnel, which was
built in 1869, and explodes it, it is guaranteed to do as much dam-
age as would occur if that device went off in a 747 flying at 35,000
feet. Why should it not be automatically, ipso facto, just like get-
ting on an aircraft with an incendiary device, a violation of the
law?

Mr. LINDSEY. I can’t think of any reason why it shouldn’t be, sir.

Senator BIDEN. Okay. I thank you both very, very much, and I
thank you, Mr. Chairman. With your permission, Mr. Chairman, I
may have two questions each in writing—I will not make a lot of
work for you—that at your leisure you could answer in writing for
the Committee. I would appreciate that if that is all right, Mr.
Chairman.

Senator SESSIONS. Fine.
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Senator BIDEN. I would ask unanimous consent, Mr. Chairman,
that my opening statement, because I apologize again for being
late, be entered in the record at the beginning of the hearing as
if I had delivered it.

Senator SESSIONS. Without objection, we will put that in at the
appropriate place.

[The prepared statement of Senator Biden appears as a submis-
sion for the record.]

Senator SESSIONS. This statute, the bill that I proposed, does in-
clude expanded definitions of weapons for railways, does it not, Mr.
Lindsey?

Mr. LINDSEY. Yes, sir, it certainly does.

Senator SESSIONS. And it includes box cutters and knives and
other things, is that right?

Mr. LINDSEY. Yes, sir. The definition of dangerous weapon is now
very broad and comprehensive.

Senator SESSIONS. Could it help you wunder certain cir-
cumstances? I know it won’t cover everything, but under certain
circumstances, it could be a valuable tool for law enforcement.

Mr. LINDSEY. Yes, sir. In a variety of circumstances that we have
seen over the years, the expanded definition of dangerous weapon
will be very important.

Senator BIDEN. Mr. Chairman, if I could ask a point here, be-
cause I want to support your legislation, I want to ask for a point
of clarification. What you are referring to is on page four of the bill,
Subsection 6—

Senator SESSIONS. Page seven.

Senator BIDEN. Oh, okay. I am sorry. I was really looking at page
four. It says, “engaging in conduct, including the use of a dan-
gerous weapon with intent to cause death or serious bodily injury.”
I apologize because maybe it is just—

Senator SESSIONS. I was having a hard time finding it myself.
Staff had to help me. The bottom of page seven, under definitions,
defines dangerous weapon.

Senator BIDEN. Now, here is my point. As I understand, again,
now I pretend no expertise in your bill because I have not thor-
oughly read it. Subsection E—page seven, definition, biological
agent, dangerous weapon, refers back to the use of it. The crime
is the use of it, not the possession of it.

Mr. LINDSEY. That is correct.

Senator SESSIONS. Yes.

Senator BIDEN. My point is, if you get on an aircraft, whether
you use it or not, if you get on an aircraft with a loaded weapon,
you get on an aircraft and you get through security with a biologi-
cal agent in your valise, you get on an aircraft with possession of
an incendiary device, the mere possession of it is a violation of Fed-
eral law.

I would urge you to think about the possibility of amending this
to not make box cutters a violation of Federal law, because there
is a correlation. It is difficult to get into—by the way, the new
trains, just so you know, the new train sets, as you well know, they
have a door. They have a door that you can enter from the last car
into the engine. The other trains do not have a door. You have to
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get outside, pull a “Silver Streak,” jump on top of the engine, and
get down.

Now, granted, it is reinforced. What I don’t know is whether it
is as reinforced under the specifications that exist for airlines. I
don’t think it is. I could be wrong. And you do know every con-
ductor has a key.

Mr. LINDSEY. Yes.

Senator BIDEN. Every conductor has a key, unlike what happens
on the airline. None of the stewardesses have a key to get into that
door. So the fact is, we are still making false distinctions here.

I promise you, because of the lack of security on switching, I can
take a new Metroliner, and we call them—they are no longer called
Metroliners—a new Metroliner with 500 people at 150 miles an
hour and run it through that damn station, never having been able
to brake once, and kill thousands of people, the people in and the
people in the station. And all I have to do is take a gun to a head
of a conductor up front, walk him through that door with his key,
make it right to the engineer, shoot him in the head, full throttle,
and have someone working just like they did on the ground, mak-
ing sure that the switching is locked, because there is no security
on the switching. And I promise you, seven cars at 150 miles an
hour will make a wreck on an aircraft look like a game.

Nobody listens to me. Nobody pays attention, and that is my
frustration. You sit there, and I have great respect for you, sir. You
are talking about how you can’t get in the engines. You can get in
the engines. You don’t even have the security requirements that
exist now for stewardesses on an aircraft because we have this ri-
diculous mindset that only bad things can happen in the air.

The last point I will make, Mr. Chairman, and I didn’t use to say
this, but the terrorists know this already. All you have got to do
is get in the freight yard here right four blocks down the road here,
take an ammonium oxide tanker, put an incendiary device under-
neath it that is time—that is how they have been blowing up these
trains, you know—wait until it gets under the Supreme Court of
the United States, and I promise you, Mr. Chairman, you will see
the Supreme Court sink into a 50-foot hole.

It goes by. You want to make real news? Wait until you take out
the Cannon Building. It is not a joke. It is real, real. We have no
guards. We have no security. And guess what? You can walk on
that train with as many pounds of plastic as you can, acting like
you are a jeweler, wheeling the big carts that have their big jew-
elry in it. No one checks it. And you want to blow up—I think it
is the Cannon Building. Which one, Jim? It is the Cannon Build-
ing. Take out 150 Congressmen and their staff. You think a plane
full of fuel is a problem, hang on. Hang on.

So I hope you would consider just changing one thing, and that
is making the mere possession on a mode of public transportation
of an incendiary device, an explosive device, a weapon, a gun. I am
not worried about box cutters as much as I am—that is a problem,
maybe. But I would just settle for being able to take on a 50-pound
bomb. Again, we don’t know the facts.

I used to hesitate to say this, Mr. Chairman, because I don’t
want to publish it, but I finally figured out from our agency that
al Qaeda, all these guys know this. It is not like—the only people
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I am hiding it from are the American people. Al Qaeda knows.
They know the tunnels. We have been warned, by the way, as long
as two-and-a-half years ago. We, the United States of America,
warned by our own intelligence service that rail is a likely target,
rail, both passenger and freight.

You saw what happened when a tanker blew up in North Da-
kota, for God’s sake, in the middle of nowhere, in an area that is
twice as big as my whole State, and what it did to two whole
towns.

So I hope we get serious about this, because I want to tell you
something. It is a little like Pontius Pilate as we approach Easter.
He said, “I wash my hands of this.” I tell you what. I am washing
my hands of this. Warning, warning, warning, warning, warning.
This is self-evident and obvious and we are doing thus far nothing.
Homeland Security so far has done nothing.

I am sorry, Mr. Chairman. This is more than a hobby horse. 1
think this is the place where you are going to see significant cas-
ualties of Americans if we don’t get smart.

Senator SESSIONS. We appreciate your insight and knowledge of
the rail industry and the problems and threats it faces and maybe
we can make some progress on some of those suggestions that you
make, that is for sure.

I appreciate also your expression of interest in the FBI. They are
working very, very hard. That starting salary does appear to be
low. I think there is some additional compensation in the major
urban areas, but it does trouble me, that starting salary for a per-
son with a law degree or accounting degree, CPA. They would not
be starting at that.

One thing I would ask you just on that subject, Mr. Mattice. 1
know that since September 11, I suppose, the Attorney General
and the FBI Director have made terrorism a top priority, the top
priority of the FBI and the Department of Justice. In your experi-
ence with what is happening in Tennessee, do you think that that
has sunk in? Are the FBI agents out in the country of America,
throughout this country, do they react first and foremost, no matter
what else is on their plate, to anything dealing with terrorism now?

Mr. MATTICE. Mr. Chairman, there is no question about it. It has
been my experience since I came into office, and I was sworn into
office on October 16 of 2001, just a month after 9/11, and by the
time I got there, there was no question that it was the number one
priority of the FBI, including in the Eastern District of Tennessee,
a relatively rural district like much of the country out there, as
well as my office.

By the time I got there, only a month after 9/11, there was al-
ready set up what was called the Anti-Terrorism Task Force run
out of my office. Shortly thereafter, the FBI followed on our heels
of setting up the Joint Terrorism Task Force for East Tennessee.
I have monthly, if not more frequent, meetings with the Special
Agent in Charge of the Knoxville Division of the FBI. The sole topic
is terrorist issues in our district. We coordinate, as I say, at least
that frequently face to face, not to say the countless phone calls we
have. It have been my experience that in places like East Ten-
nessee, there is no doubt that—
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Senator SESSIONS. I think that is important, because we have
seen some things. A lot of these cases have bubbled up from areas
not just in the big cities. They may be carrying out their attacks
here, but a lot of the people knew about it. I knew that this was
supposedly occurring. I am glad to see it is.

I believe we have one more panel. Thank you so much for your
testimony.

We have Chief Ernest R. Frazier, who is Amtrak’s top law en-
forcement officer, having been appointed Chief of Police in May of
1994. In December of 2001, he testified before the Senate Govern-
mental Affairs Committee regarding the security of our passenger
and rail infrastructure. He served in the Army as an intelligence
analyst and also holds a law degree from Rutgers University School
of Law.

Brian Michael Jenkins, a captain in the Green Berets, is one of
the world’s foremost authorities on terrorism and sophisticated
crime. He was a White House appointee during the Clinton admin-
istration, working in several capacities in the field of transpor-
tation counterterrorism. He is currently the Director of the Na-
tional Transportation Security Center for the Mineta Transpor-
tation Institute and senior advisor to the President of the RAND
Corporation.

First we will hear from Mr. Frazier, and then turn to Mr. Jen-
kins. Again, we will enter your full statements in the record. If you
would keep your remarks to the ten-minute limit, we would appre-
ciate that.

Mr. Frazier?

STATEMENT OF ERNEST R. FRAZIER, SR., CHIEF OF POLICE
AND SECURITY DEPARTMENT, NATIONAL RAILROAD PAS-
SENGER CORPORATION, WASHINGTON, D.C.

Chief FRAZIER. Mr. Chairman and Senator Biden, members of
the Senate Judiciary Committee, thank you for the opportunity to
testify before this important hearing concerning the laws on mass
transportation security.

Amtrak is the nation’s only inter-city passenger rail transpor-
tation company and operates over 300 trains per day over some
22,000 miles of rail with approximately 540 stations in 46 States.
Like rail transportation systems worldwide and mass transit sys-
tems in the United States, Amtrak functions in a very open trans-
portation environment. Because of advantages such as easy access,
convenient locations, and intermodal connections, rail and mass
transit systems are completely different from the structure and or-
ganization of the airline transportation and airport industry. As a
result, the security framework that works ideally in the airport set-
ting is not transferrable to rail station systems.

The Amtrak Police Department has 342 sworn officers, with most
of its security force located in the Northeast Corridor, where Am-
trak runs and operates the tracks and infrastructure. In 1992, the
Amtrak Police Department received its distinction of being the first
national law enforcement agency in the nation accredited by the
Commission of Accreditation for Law Enforcement Agencies. It has
been re-accredited in 1997 and 2002.
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Though the Amtrak Police Department is a traditional police de-
partment, since September 11, 2001, our department has worked to
develop terrorism-based vulnerability and threat assessments,
emergency response and evacuation plans, as well as security
measures that address not only vandalism and other forms of
street crime that were occurring on our system, but the potential
for explosions and blast effects at critical infrastructure locations.

Amtrak has also developed a security threat level response plan
that mirrors the Homeland Security Advisory System and requires
Amtrak to engage in specific security countermeasures according to
the existing threat level.

Amtrak has also increased its police canine patrols by adding 12
explosive detection canine teams to conduct random sweeps of bag-
gage rooms, train platforms, and stations. The Police Department
has also purchased full-face respirators for all sworn personnel and
deployed these devices for Amtrak’s first responders to protect
against CBR attack. In major stations, gamma/neutron radiological
detectors have been also deployed to address radiological threats.

The Amtrak Police Department does budget for elevations in
HSAS. Frankly, manpower costs when we go to “orange” are rough-
ly $11,000 in additional funds a day. However, there have been so
many days already this fiscal year that we are coming close to sur-
passing this reserve budget.

We also recognize that we must stand ready to manage an inci-
dent if and when there is some form of attack. Through our Office
of Emergency Preparedness, we conduct training for first responder
agencies, over 21,000 of them situated along the Amtrak service
route. We have purchased a public safety database that lists each
police, fire, and emergency rescue agency in order to facilitate State
and local emergency response and to establish a clear record of
agency training.

Specifically with respect to criminal law sanctions, Amtrak
agrees with the language of S. 2289 that reconciles criminal acts
of terrorism against mass transit systems and amends the railroad
section of the United States Crimes Code by including passenger
rail. Any act of terrorism committed against a passenger and/or
mass transit rail system should be treated in the same fashion.

While criminal sanctions, such as S. 2289, are important tools to
have in this new security environment, I would also ask the Com-
mittee and your colleagues in the Senate and House to address
some basic legal matters that confront railroad police across the
nation and at Amtrak.

Specifically, rail police are not on the same equitable level as
State, local, and mass transit police in key areas, such as the abil-
ity to participate in safety programs, such as the bulletproof vest
partnership program, entitlement to public safety officer benefits,
and in some States like California, the ability to directly access law
enforcement records while performing stops.

Further, while Amtrak has submitted security plans to the gov-
ernment for review and currently has been included in recent rail
security funding legislation, which is S. 2273, which was reported
out of the Senate Commerce Committee today, the lack of a con-
sistent and ongoing source of security-related funding will be an
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issue into the future. It is an immediate need and should be ad-
dressed through legislation.

I thank you for this opportunity to provide testimony to the Com-
mittee.

Senator SESSIONS. Thank you.

[The prepared statement of Mr. Frazier appears as a submission
for the record.]

Senator SESSIONS. Mr. Jenkins, we are glad to have you with us.

STATEMENT OF BRIAN MICHAEL JENKINS, DIRECTOR, NA-
TIONAL TRANSPORTATION SECURITY CENTER, MINETA
TRANSPORTATION INSTITUTE, SAN JOSE, CALIFORNIA

Mr. JENKINS. Thank you very much, Mr. Chairman, Senator
Biden. I have provided the Committee with written testimony. Let
me just highlight six points of that testimony very, very quickly so
that we can proceed to the questions and answers; we may even
have some argument on some of these issues, but perhaps not on
others.

First of all, with regard to the threat, there is no question that
the threat is real. Trains and buses have become highly attractive
targets to terrorists, particularly terrorists bent upon high body
counts. If we look at it from the terrorist perspective—for terrorists
are determined to kill in quantity, willing to kill indiscriminately—
trains, subways, and buses are ideal targets. They offer the terror-
ists ease of access, ease of escape, crowds. And contained environ-
ments in train coaches and buses and tunnels are especially vul-
nerable to both conventional explosives and unconventional weap-
ons.

We also know that terrorist attacks on public transportation sys-
tems cause great disruption and alarm. These are the traditional
objectives of terrorists. And in the last two-and-a-half years, since
9/11, we have not only seen the attack in Madrid, but we know now
about a number of plots that were thwarted or discovered in other
places, in Singapore, in Italy, in the Philippines. So this certainly
is part of al Qaeda and like-minded Jihadists’ play book. It is in
there. They have done it. They have tried to do it elsewhere. The
threat is real.

The second point is that, having said that, we know that we can’t
protect surface transportation the same way that we protect com-
mercial aviation. It now takes 60,000 screeners, approximately, to
check two million passengers who fly from U.S. airports daily. An
equivalent nationwide screening system for the approximately—I
believe, Senator Sessions, you mentioned—32 million passengers a
day who board trains, light rail, commuter trains, subways, and
buses in this country would require hundreds of thousands of
screeners and would cost tens of billions of dollars. The delays
would be enormous, the cost prohibitive. Public transportation
would effectively be shut down.

And we also have to keep in mind that any new security meas-
ures should provide a net security benefit, that is, not merely dis-
place the risk toward other equally vulnerable targets. We know
that keeping terrorists off airliners provides a net security benefit.
As terrorists demonstrated on 9/11, a hijacked airliner can be
turned into a missile that kills thousands.
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Senator Biden, you have outlined some scenarios that can get up
to significant casualty levels, and I think what we have to do is ad-
dress those individually and see what measures we can take real-
istically—apart from, say, screening, every single passenger—that
will enable us to thwart some of those frightening scenarios.

Senator BIDEN. I am not suggesting screening everyone.

Mr. JENKINS. No, I understand that, and I think there may be
some procedures as well as some technology around some of the
tunnels and other vulnerable infrastructure that we can deploy to
at least bring the threat down to, let us say, the level that we face
in other public places, whether they are supermarkets, shopping
malls, or even long lines of people waiting to go through security
measures.

We also have to keep in mind that, given the nature of the threat
we face today, whatever steps we take now are likely to become
permanent, and therefore we have to make sure that any new secu-
rity measures are not only effective but also sustainable and effi-
cient. Now, that doesn’t mean that nothing can be done to protect
surface transportation. In fact, we can do a number of things, and
indeed, analysis of previous terrorist attacks and campaigns
against mass transit systems have provided a growing catalog of
lessons learned and some best practices.

Chief Frazier has already mentioned some of them which are
practical measures that make sense. Visible security patrols and
visible staff have a deterrent effect. Closed-circuit television cov-
erage has been used extensively in Europe, and with good results.
Enlisting employees and the public in surveillance can also be very
effective, although the public cannot be expected to assist unless
their communications with the authorities are facilitated and calls
bring a rapid, visible response. Otherwise, we simply have exhor-
tation, and it doesn’t work.

New technology is giving us the ability to detect and diagnose in-
cidents more effectively, to detect explosives, chemicals, biological
substances. A lot more can be done through the design of vehicles
and facilities to eliminate hiding places, facilitate surveillance, and
reduce casualties.

Another option is red-teaming, that is, planning actual terrorist
attacks—and Senator Biden, you were giving a pretty good exam-
ple of red-teaming in some of your introductory comments—that
look at how one would actually plan some of these scenarios, do
that in great detail, assess the vulnerability, and then use the as-
sessment as a basis for deploying security measures that can
thwart those kinds of attacks.

Exercises and drills involving transportation staff, police, and
other emergency responders are crucial. This was demonstrated
dramatically on September 11, when not only the 200,000-and-
some people who are underground in New York on the subway at
any given moment on a busy day, but also 60,000 passengers and
300 employees in the stations immediately below the World Trade
Center, were safely evacuated, every one of them, and that was be-
cause of having good practices in place.

Now, these are good ideas, but this brings me to my fourth point.
There is no single best way to implement them. Surface transpor-
tation is not a single national system. We are obliged to treat secu-
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rity in airports in the same way at all 430 airports in the country.
But surface transportation is a complex quilt of networks. They
vary in size, in mode, in means of providing security; and geog-
raphy does make a difference. The threat in Duluth is not the same
as the threat in the District of Columbia, so we have to allow some
flexibility in how we apply these measures.

I think that a best practices approach is the most effective model.
In a best practices approach, the Federal Government supports the
research, subsidizes the deployment of the technology, provides in-
telligence, which is critical, augments security when the threat
warrants, and assists with emergency response and investigation
in the case of a terrorist attack.

The new legislation that you have offered, Senator Sessions, and
the proposals of Senators Biden, Specter, and Hatch, by expanding
and filling in some of the gaps in the criminal law—whatever it
does for the prosecution side, and I am not an attorney, I am not
a prosecutor—is useful in that it expands and clarifies the criminal
law, it facilitates the investigations and intelligence collection.

I am not always sure that the kind of adversaries we face today
are deterred by the death penalty, because we are dealing with
some people in some cases who are willing to give up their lives.
But I think that facilitating the intelligence collection by opening
up some space here in the criminal law is a very useful contribu-
tion.

My fifth point is that I think we have to look at this strategi-
cally. Since the beginning of the republic, security considerations
have been major factors in the development of the nation’s trans-
portation system, from the building of the first national road to the
creation of the Interstate Highway System. So I think we have to
think about a broad national transportation security strategy.

Now, this involves more than simply mandating increased secu-
rity. It makes security a criterion in the design of new transpor-
tation facilities, and Senator Biden, you are quite right in pointing
out that we are dealing with infrastructure that was built in the
last century and, in some cases, the century before that. A trans-
portation security strategy may encourage the construction of some
new transportation infrastructure that is inherently more robust,
or that reduces some of the obvious current vulnerabilities, or that
has built-in redundancies to reduce disruption.

One thing we have to be careful of is that the transfer of the
Transportation Security Agency from the Department of Transpor-
tation to the Department of Homeland Security, while that makes
sense in terms of consolidating security responsibilities, should not
lead to an exclusive reliance on regulation and enforcement as the
only ways to mitigate risk. We have to think about this really as
a national strategy.

That brings me to my final observation. Certainly, we must do
all we can to enhance the ability of our intelligence efforts and law
enforcement officials to uncover and thwart terrorist plots, increase
security around vulnerable targets, and improve our ability to re-
spond to attacks when they occur. At the same time, however, we
must be realistic about the acceptance of risk. We cannot allow fear
to become the framework of American governance, and we should
be wary of slouching toward a security state in which protected pe-
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rimeters, gates, and guards dominate the landscape and irrev-
ocably alter our lives.

Even this august body cannot legislate an end to terrorism. It
cannot eliminate all the vulnerabilities from an open society, and
it cannot transfer all risks from its citizens to its government, nor
should it try. Ultimately, in my view, the strength of this Nation
is going to depend not on the thickness of the concrete walls or the
severity of the criminal code, but on the courage, self-reliance, and
inherent creativity of its free citizens. Thank you.

Senator SESSIONS. Thank you. That was very insightful. We ap-
preciate those comments.

[The prepared statement of Mr. Jenkins appears as a submission
for the record.]

Senator SESSIONS. Chief, as I was thinking about your situation,
I remembered, I believe Wednesday, I walked down to Union Sta-
tion to get a bite to eat and they were evacuating the station. Was
that something you did and is that something that happens
around—I think Paris is having an evacuation today. How do you
go about making those decisions and how often does that occur?

Chief FRAZIER. Mr. Chairman, Wednesday’s incident was an ac-
tual security matter. What happened was, and I was there, what
happened was a backpack, a blue knapsack was left by one of the
restaurants in the main area of Union Station and it was found by
a security officer, who reported it to us. We went and checked, and
basically, it had an odor. The odor smelled like fuel.

Based on our procedures that are in place for emergency evacu-
ation, we made notice, formed up the Incident Command Center,
and began investigating this matter. We roped off 300 yards to
start, or 300 feet to start based on the size of the package, and ulti-
mately received help upon the arrival of the fire department and
police authorities to assist us.

Back last June, we had a multi-agency drill at Union Station
here in Washington and we had over 120 participants from all
branches of government, State, local, and 